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Bildiri Konusu
ﬂ

- GuUnumuzde klasik veri toplama sunuculari cok yogun ag ve
guvenlik bilgisi altinda ezildiginden agda atak tespiti ve
onlenmesi ciddi bir sorun haline gelmistir.

* Bu sorunu ¢cozmek icin genel egilim sadece cihazlardan veri
toplayan ve bunu depolayan sunucularin kullaniimasi yerine
farkl ureticilere ait cihazlardan topladigi olaylar arasinda
iligkilendirme yapan ve tehlike yaratmayan olaylar icin yanlis
alarmlar vermek yerine sadece etkili olabilecek ataklari ilk
planda gosteren cihazlarin kullaniimasi yoniundedir.

- Boylelikle ataga ait topolojinin aninda gorulmesi ve hizli
mudahale edilmesi olanakli hale gelmektedir.
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Ajanda
ﬂ

- Guvenligin izlenmesinde Karsilasilan Zorluklar

- Cisco MARS Teknolojisi (Giivenligin Gériintillenmesi,
Verilerin Analizi ve Ataklarin Es Zamanh Olarak Durdurulmasi)

— Nasil Calisir?
— MARS - Sasser-D

* Demo
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Guvenligin Izlenmesinde
Karsilasilan Zorluklar
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Defans Derinligi ve Karmasik
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IPS Alarmlari
ﬂ
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Firewall Kayitlari
ﬂ

=] Telnet 192.168.1.1

3?%313§2¥ui1t outhound TCP connection 287 for outside:-198.133.219.25-880 {198_133.219.25-88> to inside:1%92_168.1_3-1686 (67.82_2]
- -~
35811 : Built dynamic TCP translation from inside:z192.168.1.3-16807 to outside:67 .82 _225_18.-1183

Built outbhound TCP connection 288 for outside:198.133.219.25-80 <198.133_219.25-88> to inside:192_168.1.3-1687 <(67.82_2]

172_168.1.3 Accessed URL 198.133_21%2 _25:-favicon.ico
192 _168_.1.3 Accessed URL 198_133_219 _2L5:/swa j- cisco_detect._js
Teardown TCF connection 207 for outside:z1?8.133.219.25-80 to inside:1?72.168.1.3-16086 duration B:88:81 bytes 5919 TCF Red

Deny TCP <no connection? from 198_133_2179_25-8080 to 67.82_225_18-1182 flag= ACK on interface outside

Deny TCP <no connection? from 172.168.1.3-1686 to 198.133.217?.25-88 flags RST on interface inside

Deny TCP <no connection? from 1928.133.219_.25-88 to 67.82_.225_.18-1182 flags ACK on interface outside

Deny TCP <no connection? from 198_133_219_25-880 to 67_.82 _225_18-1182 flag=s= ACK on interface outside

Teardown TCPF connection 286 for outside:12?8.133_.212_.25-88 to inszide:-192.168.1.3-1682 duration B:88:81 bytes 53445 TCPF F

Teardown dynamic TCP translation from inside:-192_.168.1.3-1427 to outside:67.82.225.18-1142 duration B:88:35
Built dynamic TCP translation from inside:z192 . 168.1.3-1618 to outside:-67 .82 _225. 181184
Built outbhound TCPF connection 289 for outside:198.133_.2197_25-8B@ <198 _133.219_.25-88> to inside:172.168.1.3-1618 <67.82_2]

Facility:

Timestamp logging: enabled

Standby logging: disabled

Console logging: level informational. 71? messages logged

Monitor logging: disabled

Buffer logging: level informational, ?15 messages logged

Trap logging: disabled

History logging: disabled
nzlation from inside:172.168.1.3-1618 to outside:67.8B2.225_ 1810852
3056811 - Built dynamic UDP translation from inside:z192_.168.1.3-29? to outside:z67.82_225.18.-42
382815: Built outbhound UDP connection 218 for outside: 167 _2086_3_158.-53 (16720806 _3_158-53> to inside-192_168_.1_3.-.29 <67_82_225_174

Teardown UDP connection 2168 for outside:-167.2806.3.158-53 to inside:-192.168.1.3-1618 duration 8:88:81 bytes 158
Built dynamic TCP transzlation from inside:-192_.168_1_.3.-1617% to outside:-67 .82 _225_18.-1185
Built outbound TCP connection 211 for outside:64.154_80.25680-80 <(641.154.88_258-80> to inside:-192_168.1.3.-1619 <67 _.82_225

192 _168_.1_3 Accessed URL 64_154_88_250: -HG?hc =web6?&hb=DM5401 281 HAAx3IBDH5481 289ACUEcd=1&hv=6&n=Cisco _com+Publiccon=&ucd
—//3B/Puhllc&hn—Netscape&ce—y&ss—1824*768&36—32&30—13&cmp Bgp=fhdcmp=&c y=uf&khp=ufln=en—US&kcp=null&fnl=&pec=8vpc=A90101ré&v j==020108
A7rkzeg==; 1l&kepy=n&kja=yhkdt =5&=z0=240& 1m=B8&cv=gn=&ld=&la=&cl =Bc2 =BcI=Bcd=Rcustomerid=&ra=8&rf =hookmark&pl=CDT»28P lug—inx3AQuickT im4
2AP lug—inx<205 . 8.1:x3A0uickTimex28P lug—inx205 . 8. 1x3A0uickTimex28P lug—inx205 . 8. 1x3A0uickTime=20P lug—in=205 . B.1x3A0uickTime=2@0P lug—
2285.B.1239"92illaZZEDefaultz%EPlug—in23HShockyauezZEFlash23HHiqPosoftzHEzZEDRHZ3HHicrosoftzHEz2BDRHZ3HHetaStPeamZZB322@Pluginz

edia<2@0Player“20P lug—inx2@8Dynamicx20Link=28Library<3AAdobe=2PAcrobatx3A&tt=auto_pos
3056811 - Built dynamic TCP translation from inside:z192.168.1.3-162080 to outside:z67 .82 _225_ 181186
38281 3: Built outbhound TCP connection 212 for outside:64_154_80_258-80 (64_154 _88_250-880> to in=side-192_168_.1_3-1628 <67_82_225

Teardown dynamic UDP translation from inside:192_.168.1.3.-145%4 to outside:67.82_225_.18-1848 duration 8:88:31

Teardown dynamic UDP transzlation from inside:-192_168_.1_.3-17 to outside:67_.82_225_18.-380 duration B:860:31

Teardown TCP connection 211 for outside:b64.154.88.2580-80 to inside:1?72.168.1.3-1617 duration B:BAB:81 bytes 2652 TCP FIN4
384801 : 192.168._.1.3 Acceszed URL 64_.154.80_258: HGect?he =we6?&hb=DM5401 281 KAA»IBDM5481 28 9ACUEcd=1&hv=6&n=~Cisco.com+Publicé&con=é&
on=s»3B-Public&bn=Hetscapeice=pls=z=1024%*7688&=sc=32&zsv=13&kcmnp=&gp=&dcmp=&c y=u&hp=udln=en—US&cp=null&fnl=&pec=hupc=A70181r&uv j==0798
1 .07r&seg=*;1&kepyg=ndja=ylhdt=5k=zo=240& 1n=Akcv =8gn =&ld=&kla=8cl =kc 2 =RkcI=Bcd=Bcustomerid=&ra=brf=hookmarké&pl=CDTx2APlug—inx3AQuickT
ex20P lug—in>205% B 1x3AQuickTimex28P lug—inx285 A . 1x3AQuickTime=28P lug—inx285 8. 1»x3AQuickTimex20P lug—inx285 @ 1»x3A0uickT ime»2H@F Lug
in«“205 . 8.1x3AMo=illax20Defaunlt=20P lug—inx3AShockwave=2@8Flashx3AMicrosoftxAE«2ADRM<3AMicrozof t=AEx2ADRM:3AMetaStream=283x2@0P lugi
FAJavax2BP lug—inx3AJavax28Plug—inx3AJavax28P lug—inx3AJavax28P lug—inx3AJavax28P lug—inx3AHPx2@8Peripheralx2B8Ilnterrogator«<IAlindows:
BMediax28P laver=28P lug—inx28Dynamicx2@8Link=28Library=3AAdobex28Acrobat=IA&ktt=auto_pos
35012 Teardown dynamic UDP translation from inside:-192_.168.1.3-1462 to outside:67.8B2_.225.18.-10841 duration B:A@:31

Teardown dynamic UDP translation from inside:192.168.1.3-18 to outside:67.82_225_18-31 duration 8:88:31

Teardown dynamic UDP translation from inszide:-192_168.1_.3-1463 to outside:6?_82_225_.18.-10842 duration B:808:31

Teardown d i UDF translation from insidetl192.168.1.3-1? to outside:6?.82_225_18.-32 duration H:HBA:-31




Cisco MARS Teknolojisi
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Nasil Calisir?
ﬂ

1. Ag, guvenlik cihazlari ve sunucular olaylari
Cisco MARS'a gonderir.

2. Cisco Mars'ta toplanan olaylar ayristirilir ve
normallestirilir.

3. Olaylar biribiri ile iliskilendirilip oturumlar
belirlenir.

SESSIONIZATION

SESSIONS
CORRELATION RULES
_\ RAWINCIDENTS

4. Kural motoru calistirlir (Dustiirme Kurallari,
Sistem Kurallari, Kullanici Kurallari)

V=

5. Yanlis Alarm Analizleri Yapilr. m —
6. Supheli makina ve cihazlar icin guvenlik FALSE POSITIVES
aciklari degerlendirilmesi yapilir.
INCIDENT
7. Trafik siniflandirilmasi yapilir ve anormal il

durumlar istatiksel olarak belirlenir.
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MARS ve Sasser-D
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Solucanlar
Tipik Atak Safhalari

Infected station

- Saldiriya Acik Makina Tespiti
icin Tarama

- Saldiriya Acik Porta Saldirma

- Shell Ekrani Ele Gecirme

Launch
Server

- Bir islem Baslatma Process

- Atak Kodunu indirme
« Kodu caligtir
 Tekrar et

© 2006 Cisco Systems, Inc. All rights reserved. 12



Hizh Yayilim — Sasser Solucani
ﬂ

128 IP bloklari halinde 445
May 1, TCP/445e baglanma ve
2004 OS tespiti icin “SMB
Banner” Elde Etmeye »
Calisma
“LSA exploit payload” 445
gonderme > <— Port 9996
Ara Bellek Tagmasi saglayacak kodu
B calistir ve komut “shell” ile port 9996
port 9996’ya baglan ve birbirine bagla
random_up.exe dosyasini indirip 9996

calistiracak “script” yolla.

v

FTP Sunucu port 5554 random_up.exe’nin FTP ile
5554°de calismaya < > indirilmesi
baslar.
Not:
Takip eden Korgo worm 6/2/04, “keystroke windows, registry’ye yazma
logger” programi kurar, bilgi calar ve uzaktan Atagi1 yiyen makina céker ve reload olur.

komut caligtirilmasina imkan saglar
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Grafik Herseyi Anlatiyor!

ﬂ
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Kritik Olaylar
ﬂ

hed Rule: Swystern Rule: Sudden Traffic Increase To Port

ription: This rule detects scans stabstically significant increase in traffic to a particular port.

pen { |Snurca IP |Destination IP ]Esnrite MName 1Event |Davi|:E |Elanr.l'||!ril:3.r 1Enunts |Zun3| ) Close |Attiunfﬂp3ra’tinn Time-range 1

ANY AN ANY System Rule: Sudden Traffic Increase To Port  ANY ANT 1 NIIT Ohh:10mmidss

S ———

wrasoizen @ BIEE [ Escalate | | Expand All | | Collapse all

i Event Type Source IP fPort Destination IF/Port Protocol| Time fone [Reporting Graph|False Mitigati

ID Device Positive

0316, Sudden increase of traffic to a 0.0.0.0 [3] o[g] [moools 445 [q] 1p [4) May 5, 2004 6:00:05 WM deimos [3] B Tune Mitigate

1350 & port 5] & AM EDT

ARA authorization denied due to no [—] Total: 25
prior authentication

Ada authorization denied due to no <. 250,120 (1) Total: 3

prior authentication

fan authonzation denied due to no =131 142 E] Tntal: 2

prior authentication
544, AaA authorization denied due to no SEEMMS 136.85 [3] 4049 (] wmege55.178 [a] 4945 [9] mia (@]  May 3, 2004 5:40:05 NN cevberus? (8] Tune Mitigate
i390 & prior authentication (4] & AM EDT B

A authorization denied due to no R3S 136,104 [1] [#] Total: 3

prior authentication

Ana authorzation denied due to no =il 136,205 E:j [] Total: 2

prior authentication

aaa suthorization denied due to no TS 138,132 [4] Total: 2

prior authentication

AfR authorzation denied due to noms.138.174 [q] [+] Total: 3

prior authentication

&A4 authorization denied due to no Sl 139,69 @ Tuidl: 6

prior authentication

AR authorization denied due to no SR 140,95 [d) Total: 3

prior authentication
'6538, Built/teardown/permitted 1P SENELE 93,70 [3] 2503 [q) MEM.72.164 [q] 445 [q] ToR [9]  May 3, 2004 5:40:05 W cevberusi 4] [ Tune Mitigate
1330 @ connection [4] & AM EDT - May 3, 2004 B

5:42:07 AM EDT
Cenied packet - no translation [=] Tatal: 4
group

16547, Denied packet - no translation 156,65 [d] 4050 [4) ageat®.30.35 [3) 445 [3) Top [d] May 3, 2004 540005 B cecdecus2 4] (B Tune Mitigate
1790 & group |a] & AM EDT



Ele Gecirilmis Makinalar
ﬂ

%Zank Count (# of Sessions) Raw Source IP Defined Hosts
= 1 102572 130.160 [q]
B s 40339 :.132;14 4l

3 16681 P 0302 (g dhcp-203-82 [3)

4 36505 w202 66 |3 dhep-202-66
= 5 35827 1134196 [q]
] : 35622 W 151 75
7 35428 W 15750 [q]
= g 15307 R 134.193 []
] g 15167 A 50195 (2]
[ | i 34070 N i.115 [1]
11 33376 L 205 [

12 32931 R[] dhep-203-42
13 30390 17316 [d]
14 27682 i

15 22031 pr BERLT
14 19651 B 140154 [3]

17 19133 . 10 .82 E]
18 18229 g, 1405 [
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Atagin Durdurulmasi
ﬂ
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Far Help, click Help Topics on the Help Menu.
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Ozet
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:EI https:/fdemol.protegonetworks, com)'Summary findesx. jsp

ST

PROTEGO
MNETWOREKS

INCIDENTS || QUERY / REPORTS
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|Actiun|Time

Metflow 1]
Events 1,325,700
Sessions 514,852
Data 61%
Reduction
24 Hour Incidents
B High 37 3%
Medium ] 0%
M Low 32 46%
Total 69 100%
Il False Positives
To be 30,1035 89%
confirred
System 0

Logged
ropped

determined

]

[:814070114&" Deny packet due to security pD|ICY@

1:81407010&0 Builtfteardown/permitted IP
connection

[:581407009 Builtteardown/permitted IF
connection

Overfluw@

[:81407007 &0 Builtfteardown/permitted IP
connection

[:51407008.&" Deny packet due to security pulicy@

Metwork ConfigErrar[q]
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Owerflow|q]
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Ataklar
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F=T
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Detaya Bakma

Address EEI https:/idemol, protegonetworks, comyIncidents/TncidentDetails, jsp? Incident _Id=_51407006

Offset

Session f
Incident ID

Event Type

Source IPfPort

Destination IP fPort

Protocol

Time

Reporting Path f

Device

5192734017,
L B2407006 T

5192733988,
I B2407006 T

5192733951,
L B2407006 T

IIS DOT DOT
EXECUTE[q],

115 Dot Dot Crash[a],
WA WIinNT crmd.exe
Exec@,

W I1S Unicode
Directory trenuarsed@J
115 CGI Double
Decode[d]

115 DOT DOT
EXECUTE [a]/%,,
115 Dot Dot Crash[g]

J
Wwoded WinMT crnd . exe

Exec@&,

Wi I15 Unicode
Directory traversal[d]

d
IS CGI Double
Decode[d]/2,

115 DOT DOT
EXECUTE 3],

115 Dot Dot Crash[g]
BT,

W WinMT crnd.exe

Exec@ﬁ',
il 1S Unicode

Directory traversal[d]

Ef,
115 CGI Dauble

Decode [q)E"
IIS DT DOT

EXECUTE [a]/%,,

115 Dot Dot Crash[d]

A,

[<] Total: &

10.1.5.2 [4]

10.10.1.10 [9]

20.20.1.15 [q]

2010 [q] 10.10.1.243 [q] a0 [q]

3000 [q] 192.168.1.10 [q] 80 [q]

2509 [q] 172.29.99.21 [q] 80 [q]

TCP [q]

TCP [q]

TCP [q]

Feb 10, 2005
Fi03:57 AM
PST

Feb 10, 200
7:03:57 A&
PST

Feb 10, 2005
70357 AM
PST

BR-Sh-1-
idsm [a],
HQ- S -2-

idsm[a]

HQ-Fw-1[3],
HQ-MIDS1|q],
HQ-Si-2-

idsmn[q]

HQ-Fuw-2[d],
HG-MIDS-2 (9],
HO-S-1-

idsmn[d]

Mitigatio



Oturumun icindeki Olaylar
ﬂ

Event f Reporting|(Time Raw Message
Session f Device
Incident ID
E:92733994, HQ-Fw-1 Feb 10, 10.33.10.2 =141 =%PIx-5-304001: 10.10.1.10 Accessed URL 192.168.1.10:/msadc/. . 3%:255c. ./ . % 255c. ./ %2550/ . %ol ¥,
SHOZ73E958 2005
Fi03:57
amM PET
E:92733990, HOIMIDS1 Feb 10, 10.10.1.1043000 --= 192.168.1.10/80 TCP IIS DOT DOT EXECUTE,MR-3215/0,JRL
: 2005 with /., 474554 202FaD 73616463 2F2EZEZS 323503503 2EREZFRERERS 32303563 2EZERFREZEZS 32353563 2F2EREZSA3312531632E:
7:03:57
amM pPsT
E:92733997, HQ-3W-2Z- Feb 10, 10.10.1.10/3000 --= 192.16&8.1.10/30 TCP 115 DOT DOT EXECUTE,MR-3215/0,URL
S192733988 idsm 2005 with /., 474554 202Fa0 73616463 2F2EZEZS 32355903 2E2EZFZEZEEZD 325535653 2EZE2FZEZEZS 32353503 2FZEZEZ5R3312531632E,
Fi03:57
amM PST
E:92733991, HQ-NID=1 Feb 10, 10.10.1.10/3000 --= 192.1658.1.10/30 TCP IIS Dot Dot Crash,MR-3216/0,../. . 474554 202Fe07 3616463 2FZEZEZS 532353503 2ZE:
92733988, 2005
DEIGO7o0sE 7.03:57
amM pPsT
E:92733998, HQ-SW-2- Feb 10, 10.10.1.10/3000 --= 192.168.1.10/80 TCP II= Dot Dot Crash,MR-3216/0,../ .., 474554 202Fa 073616463 2F2EZEZS 32353503 2E:
S:92733983 idsm 2005
Fi03:57
amM PST
E:92733992, HQ-NIDS1 Feb 10, 10.,10.1.10/3000 --= 192.163.1.10/80 TCP woadwy winMT crnd.exe Exec, MR-
92733988, 2005 508170, /svstem3zfomd. exe, 474554 202 FR0 73016403 2F2EREZS 3235535053 2EREZFRERER2 32353563 2ERE2FZEZEZS3 2353563 2F 21
DEIGOTO06ET 70357
oM PET
E:92733999, HOQ-=W-2- Feb 10, 10.10.1.10/3000 --= 192.168.1.10/80 TCP iy winMT crnd.exe Exec,MR-
S:92733983 idsm 2005 5051/0,/system 3z iomd.exe,d 74554 202Fa0 7 3616465 2FZEZEZS 32 3535A3ZEZEZF2EZEZS 323553563 2E2EZFZEZEZS 325353563 2FZE
Fi03:57
oM PsT
E:9273398%9, HQ-NID=1 Feb 10, 10.10.1.10/3000 --= 192.16&8.1.10/50 TCP W 115 Unicode Directory traversal MR-5114/0,.. %01 %
SI9Z2733988, 2005 1o, * 474554 202Fe0 7301640 32FZEZEZS 325935053 2EZEEZFZECZEZS 52353503 ZEZEZFZEZEZS 32353590 52FZEZEZSR53I1Z55310632EZE
DEIGOTO06ET 70357
oM PET
E:92733996, HQ-Sw-2- Feb 10, 10.10.1.10/3000 --= 192.168.1.10,/80 TCP wiwyy 115 Unicode Directory traversal,MR-5114/0,, %ol %
S:92733988 idsm 2005 1o, * 474554 202Fe0 73616463 2F2EZEZS 325535603 2E2ERFZERERS 3235350 32ERERFZEZEZ2S 3235356 532F2E2EZS053312531632E2E
7.03:57

Akl DT



Atak vektoru
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Enforcement Devices | |5:92734017 Path
Laver 3 Path |»

Suggested _
%] Y.
o]
BR-SW-1 /_‘Tﬁﬁ'&_ ...E?.'“
Alternate @
i = iy
BR-Head-End-Router
H-Hub-Router . 5

HO-S -2 3‘“

A0S L
) _1""‘\.., ) A
=
—

:A%‘IJF n-10L1 50738

Enforcement Device: BR-SW-1[d], Suggested
23
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Ataklarin Durdurulmasi

|Deuice |'£1|J.E/ |Hanager |Ehi|dren |Lug To |Eu|lect5 Frc

BiR -5y - Cisoco Switch-I0% 12,2 tego Metworks MARS 1.0 on demol Cisco IDS 3.1 on BRE=SW-Lzidam M7 A
Durdurulacak
. cihaz
Interface Information
Direction |IP Address Interface N#me |DN5 Mame |HAE Address |HAE Update Time
Inbound 10151 FastEthernetd 0 Mone £ not found, TR A

FastEthernetl/0 Mone / not found, [{F R

ended Policies /Command

[+ ip access-list extended C3M-acl-FastEthernetz /0
deny tcp host 10.1.5.2 host 10.10.1.:243 eq 30

DURDURMA

or

- ip access-list extended C3M-acl-FastEthernetz /0
deny top host 10.1.5.2 any




Grafikler

1=
[ -
_-'. I

/ =
Fi kW e
Iy 'y

SRR T

HG-F-1
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Cihaz Detaylari

PROTEGO NETWORKS

Details of:

Description: HQ-hostd
Interface: etherd
Address: 10.10.1.243
Mask: 255.255.255.0

| More info on this device

-2 32 0

=

E-His - Bl - M b

MAC Adresi

OS and SP

Login: Sales, Cisco (csadmind

2} https://demo1.protegonetworks.com - [demo1] Device Information - Microsoft Internet Explorer

Standalone: dermol 3. Login: Sales, Cisco (csadmin]

Cperating System: Microsoft Windows =P ANT

IP Address Information

_/|Mac update Time
Aug 25, 2003 7:31:15 PM P

L

|MAE Address
00:53:55:3c:fc:0

|DNS Name

Mone / not found.

Copyright @ 20073, tego Metworks, Inc.

all rights reserved.

|Interface Mame
etherd

|IP Address
A0.1.243




Vektor Diyagrami
ﬂ

%& 5.6!.5
10:0.1.3. ...
'\\.‘ !

- 15%1 21 %
F ~H-10.1.%.30
— #11 i 10 %1

. 5 ]
B~ = | 202034

100,162 244 %
H-10.1.5. 24

[X]

%} 'I'w-:%zr
2020526

_,-_.:"‘“'—'-._;.__ Branch-hosil
T

Y anch-Tieb-1

. b WO ]
org-vieh’? _ﬂjﬂ--"f H,-*E:n_'id H% : ’
B g

P g \
H-172. 791040 42 _.--"" ! ) 20.20.T.15

n- - ! f Corpoviebi  HU-hostl
2020929

20020330 1
E-1583 P
edlaan

AppSrel
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Anormallikler: Belli portta gozlenen yogun trafik

Activity: All Events and Netflow - Top Destination Ports, last 1d-0h

|T|:|tal View W I Cay

Chart resaolution: 20m
A W in

Wed 4.4H Wed 11°M Wed 7PH

Zolaor Taotal Count
F0,695

53,009
35,421
35,267
[ | 35,249
[ | 17,741
8,809
190

Sorgulama Yapilabilir

28




Problemlerin Kolay Cozulmesi

Activity: All - Top Sources, last 1d-0h

Activity: All - Top Destinations, last 1d-0h

A Min
11.5
10.5

9.5
8.5
7.3
£.5
5.5
4.5
3.5
2.5

|T|:|tal WiEw v| |Da1,r

v“ View Report || Legend |

Chart resolution: 30m

MWed 1140
Total Count
1,166

415

114

114

6

75

[a]]

[&12]

[&1a]

Wed FPM
Yalue
10.1.1.10 [q]
172.29.99.27 [4]
20,20,3.17 [q]
172.29.99.22 [4]
192.168.1.10 [q]
30,30.2.15 [4]
40.40,1.23 [q]
192.168.1.12 [4]
192.168.1.11 [4]

|T|:|ta| Yiew vl |Dar_,r "V‘|| Yiew Repart || Legend

Chart resolution: 30m

AwgfMin
azn
70
740
Fon
EED
EB20
580
5410
S00
4k
420
EE
340
a0n
260
220
1an
140
100
EN
20
Wed 480 Wed 11AM Wed 7PM Thu 2AM
Caolar Total Count Walue
[ 512,410 192.168.1.10 [q]
[ 330 10.1.1.10 [q]
215 10.1.2.3 [4]
176 10.1.2.1 [4]
] 176 10.1.2.2 [q]
[ ] 171 172.29.99.22 [q]
156 172.29.35.32 [q]
[ ] 110 10.1.2.4 [4]
[ 110 10.1.2.5 [q]



Raporlar

ﬂ

Kural olarak

teks

kaydedilebilix
ERPwToEnGmDs SUMMARY ([ INCIDENTS || QUERY / REPORTS RLILAES MANAGEMENT || ADMIN E
I

ery || Batch Query || Report || \ | Feb 10, 2005 8:31:18 AM P!
}qusw;nﬁmm | PN-MARS Standalone: demol v3.2 Login: Sales, Cisco {esadmind :: | Logout | i | Activat
Load R rt on-D d

| Y L = Incident ID: | | |5h-:-w|

Session J0: | | [ show |

Query Event Data

Click the cells below to change query criteria:

Query type: Event Types ranked by Sessions, Oh:10m

|Suurce IP |Destinatiun IP |Seruice |Euents |Deuice |Rﬁpurted User I}Emurd |Dperatiun |Ru|e |Actiun |

MY AT MY AT AT MY ANy Maone ANY  AMNY

I ¢ N e O I T [any s LAl ]

Save As Report

Save As Rule

Submit Inline




Arastirma
ﬂ

Specify raw messaqge keywords:

Open { Search String ) Close Operation Highlight|
o8 | . as I
Mone
N e o]
£ | | & |oR
MOT
o | | 0% heewl
T | 08 (e v] [
T | 0% (e vl [
o8 | | 0% (e vl [
o | | 0% (e vl [
o8 | | 0% (e o] [
o | BECREN

© 2006 Cisco Systems, Inc. All rights reserved. 31



Anormallikler: Belli portta gozlenen xog"un trafik

Query type: Event Types ranked by Sessions, 1d-0h

|Euurce IP |Destinatiun IP |Eeruice |Euent5 |Deuice |Repurted User Keyword Operation |Ru|e |Acti
AN AN AN SAMNSTopz0 BN AN ANy Mone BT BT

[

Result Format: |Event Type Ranking v

Order/Rank By: | Session Count v

Filter by Time:

* Last:[1  |Days[o  |Hrs[o  [Mins

" Start:| 2005 % February s 10 s[5 [Hrs[30 [Mins
End: |2IIIIIIS v“ February v“ 10 v“B |Hr's|4III |Min5

(" Real Time

Use Only Firing Events: [~

Maximum rank returned: |100




Rapor Secenekleri

B 6 1E GO

METWOREKS

uery || Batch Query || Re

%. GIUERY / REPORTS | PN

Query Event Data
Zlick the cells below to cha

Query type: Event T

|Euurce IP |Destini

AT AT

Event Type Ranking

Ewvent Type Group Ranking
Metwork Sroup Ranking
Metwork Ranking

Saource Metwork Group Ranking
Source Metwork Ranking
Source IP Address Ranking
Destination Metwork Group Ranking
Cestination Metwork Ranking
Cestination IP Address Ranking
Source Port Ranking
Destination Port Ranlking
Protocol Ranking

Reporting Device Ranking
Feporting Device Type Ranking
Reported User Ranking
Matched Rule Ranking

Matched Incident Ranking

all Matching Sessions

All Matching Events

All Matching Event Raw Messages
MAT connection Report
Mac Addresses Report
Unlknown Event Report (Mote: not all guery criteria will apply to all events)

/ REI

gin: =

Keywo
H i

Result Format:

Matched Incident Ranking

Order/Rank By:

Filter by Time:

|Sessi|:|n Zount vl

(* Last:[0 |Days|o

|Hrs|1III |Min5

(" Start:| 2005 % | February  » || 10 %[5 |Hrsfan

End: |2IIIIIIS v“ February v” 10 v“B |Hrs(50

33



Kurallar

LIEvIcE

| Rule Name: System Rule: State Change: SCADA Modbus Status:
Action: Mone Time Range:
Description: This rule detects Modbus servers restarting. Modbus protocol is the defacto standard in industrial control communications and is the

choice in a Supervisory Control and Data Acguisition (SCADA) communications netwark, where the Programmable logic controllers
Modbus servers,

Offset|0Open { |Source IP|Destination IP|Service Name Event Device Reported ([Keyword|Severity|Counts | ) Close
User
MY A B MY System Rule: State g MNone Mone A 1
Change: SCADA
Modbus
| Rule Name: System Rule: Sudden Traffic Increase To Port Status:
Action: W enong Time Range:
Description: This rule detects scans statistically significant increase in traffic to a particular port.
Offset|0Open { |Source IP|Destination IP|Service MName Event Device Reported (Keyword|Severity|Counts | ) Close
User
AT AMY AT Systemn Rule: Sudden ANT Mone Mone AT 1
Traffic Increase To
Paort
| Rule Name: System Rule: Yirus Found - Cleaned Status:
Action: Mone Time Range:
Description: This rule indicates that wirus scanning software detected and was able to clean a virus,
Offset|0Open ( |Source IP|Destination IP|Service MName Event Device Reported ([Keyword|Severity|Counts | ) Close
User
BT AN AT System Rule: Wirus BT $USEROL Mone AT 1

Frimd - Tlaanad
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Saldir1 Tespit Sistemleri

Saldir Tespitinin Tum Bilesenleri

" . . Merkezi Yonetim,
Giuvenlik Politikalari Korelasyon ve Analiz

Cisco ISR

| pixa ASA| =—_.|' VMS, CS-MARS

— i e

ICISCO Guard Serws

: I I Modiilleri

I Cisco IPS I
4200 |

Saldirilarin
Durdurulmasi

DDoS ve Spoofing’in

Durdurulmasi

© 2006 Cisco Systems, Inc. All rights reserved. 36



Tehditlerin Durdurulmasi

Anormalli
Tespiti

IPS MC

Konfigurasyon Degisiklik
Yontetimi

Birlestir ‘

Korelasyon

Alarmlar Gerekli imzalarin
Acilmasi

L
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